ACCEPTABLE USE OF ARTIFICIAL INTELLIGENCE

OVERVIEW
We recognize the use of artificial intelligence (AI) sources to quickly gather information and provide solutions. However, there are also risks in using AI. To protect the County of Cass, its confidential information and the integrity of our operations, we have some basic ground rules you must follow regarding the use of AI in the workplace.

PURPOSE
The purpose of this policy is to protect the County of Cass and its legitimate business interests while allowing employees to use new technology. We ask that you use caution and that you never enter confidential information into the AI software and always review results for accuracy and completeness. AI results should not be used as a final work product and should not be relied upon as the sole means for making a decision; however, AI can be used for research and development purposes.

SCOPE
This policy applies to the use of any third-party or publicly available GenAI tools, including ChatGPT, Google Bard, DALL-E, Midjourney, and other similar applications that mimic human intelligence to generate answers, enhance work products, or perform certain tasks.

POLICY
For additional information regarding County of Cass Acceptable Use of Artificial Intelligence (AI), contact the Information Technology department by email at helpdesk@cassco.org, or by phone at (269) 445-5252. 

USE OF AI
1. Understand that GenAI tools may be useful but are not a substitute for human judgment and creativity.
2. Do not use GenAI tools to make or help you make employment decisions about applicants or employees, including recruitment, hiring, retention, promotions, transfers, performance monitoring, discipline, demotion, or terminations.
3. Do not upload or input any personal information (names, addresses, likenesses, etc.) about any person into any GenAI tool.
4. Do not represent work generated by a GenAI tool as being your own original work.
5. Inform your supervisor when you have used a GenAI tool to help perform a task.

CONFIDENTIAL DATA
1. You must never upload, share, or otherwise disclose any confidential, proprietary, or protected data. Once such information is disclosed, it is impossible to “undo” the damage. Examples include passwords and other credentials, protected health information, personnel material, information from documents marked Confidential, Sensitive, or Proprietary, or any other nonpublic information that might be harmful if disclosed. 

EVALUATION OF AI TOOLS
1. The use of AI results can produce out-of-date, copywritten, or misinformation. Employees should evaluate the utility, security, and reputation of the AI tool before using it. One must not blindly trust any output from these models and should always verify the facts and content they generate. Responses must always be carefully verified by a human.
2. Verify that any response from a GenAI tool that you intend to rely on or use is accurate, appropriate, not biased, not a violation of any other individual or entity’s intellectual property or privacy, and consistent with Cass County policies and acceptable laws. 

POLICY COMPLIANCE
COMPLIANCE MEASUREMENT
The Information Technology department will verify compliance to this policy through various methods, including but not limited to network monitoring, business tool reports, internal and external audits, and inspection, and will provide feedback to the policy owner and appropriate business unit manager.

EXCEPTIONS
Any exception to the policy must be approved by the Information Technology department and the employees Elected Official and/or the County Administrator in advance.

NON-COMPLIANCE
An employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment.

RELATED STANDARDS, POLICIES AND PROCESSES
Please review the following policies for details on protecting information and acceptable use of Cass County’s network: 
· Computer Use Policy
· Internet Policy
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