MULTI-FACTOR AUTHENTICATION POLICY

OVERVIEW
The County of Cass is implementing a secure method of protection against unauthorized access by using multi-factor authentication (MFA), also known as Two Factor Authentication (2FA). MFA is a security process whereby users must provide at least two different authentication factors to verify their identities to gain authorized access, i.e., something you know and something you have. MFA provides protection for the organization and its assets, both physical and digital, from compromised passwords.

PURPOSE
The purpose of this policy is to provide guidelines for MFA connections to the Cass County network and information systems, both on and off site. These standards are designed to minimize the potential security exposure to Cass County from damages which may result from unauthorized use of County or privileged resources. MFA adds a layer of security which helps deter the use of compromised credentials.

SCOPE
This policy applies to anyone that utilizes the Cass County network or its resources. This policy applies to anyone utilizing the Cass County Virtual Private Network (VPN) to access the Cass County Network remotely. This policy also applies to any system accessing the Cass County network where MFA is deemed required by the Cass County Information Technology Department, the State of Michigan, Federal Bureau of Investigation, or Criminal Justice Information System (CJIS). Mobile units with tablets are considered as meeting the MFA requirement by CJIS by having the tablets installed in vehicles.

POLICY
1. All individuals affected by this policy are required to engage in at least one additional step beyond the normal login process (i.e. username and password) to access Cass County resources and/or the network.
2. The secondary process will take the form of either a mobile application push notification, a short message service (SMS) text, a phone call, or a physical hardware token carried by the individual with a One-Time Password (OTP) that will change every 30 seconds (or YubiKey).
3. MFA is required for all externally exposed enterprise or third party applications, where supported. Enforcing MFA through a directory service or Single Sign On (SSO) provider is satisfactory implementation of this safeguard.
4. MFA is required for all remote network access and internal access when required by policies enforced upon Cass County by Federal, State, or other superseding policies such as Criminal Justice Information Services (CJIS), Health Insurance Portability and Accountability (HIPAA), or Internal Revenue Service Publication 1075 (IRS-1075.)
5. MFA is required for all administrative and/or privileged accounts, where supported, on all County assets, whether managed on-site or through a third-party provider.
6. The Information Technology director may require MFA on any device, account, asset, entity, or person not specifically covered by this policy at their discretion in the interest of Cass County’s cybersecurity posture.

RESPONSIBILITIES
1. It is the user’s responsibility to promptly report compromised credentials to the Information Technology Department.
2. It is the user’s responsibility to promptly report a lost or stolen MFA device/token to the Information Technology Department and their Elected Official/Department Head.
3. It is the user’s responsibility to report any push notifications, phone calls, or texts that are unexpected or fraudulent to the Information Technology Department as soon as possible.

POLICY COMPLIANCE
1. All Elected Officials/Department Heads or their designee(s) implementing the policies and procedures will ensure staff compliance in their respective areas.
2. Access to network resources will be disabled immediately if any suspicious or fraudulent activity is observed on an account. Service will remain disabled until the issue has been identified and resolved.
3. Any individual or entity found to have intentionally violated the MFA policy will be subject to loss of privileges.
4. Exceptions – Any exceptions to the policy must be formally approved by the Information Technology Director and/or Elected Official/Department Head and County Administrator in writing.
5. Non-Compliance – An employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment.

DEFINITIONS
1. Multi-factor Authentication (MFA/2FA): Using two or more factors to validate the identity of a user.
2. Factor (of authentication): There are five types of factors used in combination resulting in multi-factor authentication. They are:
a. Something the user knows (username and password)
b. Something the user has (an item the user physically carries with them)
c. Something the user is (biometrics; fingerprints, face scan, etc.)
d. Something the user is (geo location, on premises)
e. Something the user does (keystroke patterns)
f. One-Time Password (OTP) - also known as a one-time PIN, one-time authorization code, or dynamic password, is a password that is valid for only one login session or transaction, on a computer system or other digital device. The OTP usually is generated every 30 seconds perpetually.
3. Virtual Private Network (VPN) – a secure, private network used to access a private network via the public internet using encryption.

RELATED STANDARDS, POLICIES AND PROCESSES
Please review the following policies for details on protecting information and acceptable
use of Cass County's network:
· Computer Use Policy
· Internet Use Policy
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